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Important Terms

• Attribute

• Identity Provider (IdP)

• Service Provider (SP)

• Assertion

• Single Login vs. Single Sign On (SSO)

• Niagara User Prototype

• Binding
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Why? For System Integrators…

• Cyber Security is an enabler

• To offer a better occupant experience, more people need to log in

• You are installing a mission critical server

• More collaboration with the IT department

• Stop implementing complex password policies and setting up user accounts

• Confidently bid on larger projects

• Enable multi-factor authentication
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Why? For End Customers…

• The user experience begins at the login screen

• I forgot my password…don’t have to remember another password

• Self service

• Centralize Auditing

• Easier to assess impact of large data breaches
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Getting Started

• Create a user prototype

• Assign one or more Roles

• Ensure you manage SSL/TLS Certificates

• Setup additional debugging as needed

• Configure your authentication scheme
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Niagara Authentication Schemes

• Ldap Palette

– Lightweight Directory Access Protocol (LDAP)

– Kerberos

• Saml Palette

– Security Assertion Markup Language (SAML)

Workbench help: module://docSecurity/doc/auth_AuthenticationSchemes.html
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User Prototype

Workbench help: local:|module://docSecurity/doc/aUserPrototypes.html

• The name of the Attribute used to identify 

the Prototype in the IdP must exactly match 

the name of a user prototype in the station

• At a minimum you need to assign a Role to 

the User Prototype

• Baja Palette or Ldap Palette
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Niagara Certificate Manager

Workbench help: local:|module://docSecurity/doc/SSLStoresLocations.html
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Debug Service

• Useful information printed 
to the Application Director

• Don’t leave on ‘All’ after 
initial setup

• An entry must be 
generated before 
autocomplete will find the 
log category (e.g. attempt 
an LDAP or SAML login)

• Kerberos logs displayed 
with ldap log category
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High Level Authentication Architecture

Key

Workbench Supervisor

Station

JACE

Station

Field Devices

Platform Daemon

Fox Service

Provisioning Service

Drivers/Backend

Systems

HTTPS/Web Service

IdP

User

DB
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This is our focus

Niagara

Station

IdP

User

DB

samldemo.niagara.com

192.168.118.1

idp.schwalm.mobi

[schwalm.mobi domain controller]

192.168.118.10

client.schwalm.mobi

[schwalm.mobi domain joined]

192.168.118.20

Any web browser
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LDAP

• Good place to start

• Niagara AX 3.8+

• Single Login not Single Sign On

• ADSI edit can be a helpful tool

Niagara

Station

IdP

User

DB

LDAP Server
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Ldap Authentication Scheme

Workbench help:

local:|module://docLdap/

doc/Ldap-Ldap-

LdapSchemeN4.html

• Deploy with SSL

• Start with Ldap V3 

for Type and 

DIGEST-MD5 for 

authMechanism

• Be as precise as 

possible for 

userBase
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LDAP Demo
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SSO Configuration

Workbench help: local:|module://docUser/doc/baja-SSOConfiguration.html

• Control SSO 

functionality

• SSO 

authentication 

options appear 

as buttons on the 

Niagara login 

screen
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Schwalm.mobi Kerberos Realm

Kerberos

• Single sign on with LDAP attributes

• Niagara AX 3.8U3+

• Key Distribution Center (KDC)

• Client and Server part of the same 

trusted domain environment (Kerberos 

Realm)

• Requires browser configuration

Niagara

Station

IdP

User

DB

KDC

Workbench help:

module://docLdap/doc/MakingSureYouCanConnectU

singABrowse.html#MakingSureYouCanConnectUsing

ABrowse
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Example Creation of Key Tab File

Command: ktpass /princ HTTP/samldemo.niagara.com@SCHWALM.MOBI /mapuser

kerberossvc@SCHWALM.MOBI /pass * /out foo3.keytab /ptype KRB5_NT_PRINCIPAL



20

Kerberos Authentication Scheme

Workbench help: 

local:|module://docLdap/doc/ldap-

KerberosAuthenticationScheme.h

tml

• Follow LDAP guidance

• Get Realm from IT

• Station Kerberos name is 

the specific Kerberos 

service name used to 

create the Key Tab File

• Key Tab file placed in 

ldap directory in station
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Kerberos Demo
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SAML

• Single Sign On with just your browser

• No client browser configuration required

• Niagara 4.4+

• SAML browser plugins are very useful for 
troubleshooting

• Niagara SAML Service Provider:

– Issuer/ID=https://samldemo.niagara.com:443/saml/

– AssertionConsumerServiceURL="https://samldemo.
niagara.com:443/saml/assertionConsumerService"> 
(HTTP-POST Endpoint)

– Replace samldemo.niagara.com with your URL

Niagara

Station

IdP

User

DB

SAML Server
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What IdPs can I use?

• What Tridium tested with:

– Salesforce

– OpenAM

• What I tested and was successful using:

– Salesforce

– Active Directory Federation Services (ADFS)

– G Suite

• “This might not work”

– Samlidp.io

– SSOCircle
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IdP Metadata XML

Find the HTTP-

Redirect 

SingleSignOnService

Binding
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SAML Authentication Scheme (Salesforce)

Workbench help: local:|module://docSecurity/doc/Saml-SAMLAuthenticationSchemeStatio-0B798B3F.html

• Enter the HTTP-

Redirect Binding 

URL

• Select the IdP

signing certificate 

loaded in User Trust 

Store

• SAML Attribute 

Mapper from the 

saml palette



26

SAML Authentication Scheme (ADFS)
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SAML Authentication Scheme (G Suite)
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SAML Demo
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Resources

• Niagara 4.4 Patch -> saml-rt-4.4.73.50.1.jar

• Designing an Authentication System: A Dialogue in Four Scenes -

https://web.mit.edu/kerberos/dialogue.html

• The Beer Drinker’s Guide to SAML - https://duo.com/blog/the-beer-drinkers-

guide-to-saml

https://web.mit.edu/kerberos/dialogue.html
https://duo.com/blog/the-beer-drinkers-guide-to-saml
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Thank You
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Backup
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Example IdP Configurations

• These high level steps are provided as an example for testing with the IdPs

discussed during the presentation.

• Actual configuration of the IdP may vary and require different configuration 

of the Niagara SAML Service Provider.
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Salesforce Configuration (1 of 3)

• Sign up for a free developer account (https://developer.salesforce.com)

• Company Settings -> My Domain

– Create a public URL for testing (e.g. ross-dev-ed.my.salesforce.com)

• Identity -> Single Sign-On Settings

– Enable SAML

• Identity -> Identity Provider

– Setup Identity Provider 

– Download the public certificate, add it to the User Trust Store in the Niagara 

station and select that in the SAML Authentication Scheme as the IdP Cert

https://developer.salesforce.com/
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Salesforce Configuration (2 of 3)

• Service Providers are configured as Connected Apps

– Entity Id: https://samldemo.niagara.com:443/saml

– ACS URL: https://samldemo.niagara.com/saml/assertionConsumerService

– Upload the public certificate that you selected as the SAML Server Cert in 

Niagara 

– Assign the connected app to a profile (e.g. Force.com – Free User)

– Add a Custom Attribute giving it a key name (e.g. NiagaraPrototype) and select 

the value you will use to identify the user prototype (e.g. $User.Department)

• Create a user with the profile the connected app is assigned to and enter a 

value for whatever field will supply the Custom Attribute

https://samldemo.niagara.com/saml
https://samldemo.niagara.com/saml/assertionConsumerService
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Salesforce Configuration (3 of 3)
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ADFS Configuration (1 of 3)

• Add the ADFS Role to a Windows Server

• You will need to provide a P12 file with an SSL certificate and private 

key during the Role installation, which will be used by the ADFS Web 

Service SAML bindings

• During the Role installation you will also need to select the SAML 2.0 

option

• After installation, open ADFS Management and navigate to Service -> 

Certificates, then download the Token-Signing Certificate (View 

Certificate… -> Details -> Copy to File)

• Add this Token Signing Certificate to the Niagara User Trust Store and 

select this certificate as the IdP Certificate
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ADFS Configuration (2 of 3)

• Select Authentication Policies and under Primary Authentication -> 

Global Settings -> Authentication Methods, enable Forms Authentication 

for Intranet.

• Under Trust Relationships -> Relying Party Trusts, edit the Niagara 

SAML SP configured during the initial Role Installation/Configuration.

– On the Advanced Tab, specify SHA-1 as the hash algorithm

– On the Signature Tab, upload the certificate you are using from the Niagara 

User Key Store

– On the Endpoints Tab, verify the Assertion Consumer Service URL matches 

slide 22

– On the Identifiers Tab, verify the identifier matches slide 22
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ADFS Configuration (3 of 3)
Under Trust 

Relationships 

-> Relying 

Party Trusts, 

edit the Claim 

Rules for the 

Niagara SAML 

SP and here 

is an example:
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G Suite Configuration

• In the Google Admin Console, navigate to Security -> Set up Single Sign 

On (SSO)

• This guide describes the process to setup a custom SAML application: 

https://support.google.com/a/answer/6087519?hl=en

• After you configure the custom application, find the application in your 

organizations Apps Marketplace, right click the icon, and copy its link 

location.  This URL is what you will need to use for the IdP URL, which 

adds additional details to the URL listed in the IdP metadata XML file.

https://support.google.com/a/answer/6087519?hl=en

